
Desktop-as-a-Service (DaaS) allows IT teams to implement robust, scalable, 

easy-to-manage virtual desktops without the time, resources and effort required 

for internal VDI projects. But not all DaaS providers are alike.

See how Dizzion separates itself with a fully-managed, custom-designed, 

compliant DaaS solution — backed up by additional EUC services.
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Dizzion was purpose-built with one mission: Provide a better end 
user computing experience. It may seem like a straight-forward 
mission, but how Dizzion approached it is unique — via a platform 
that delivers a suite of innovative tools designed specifically for 
desktop virtualization. Within the current state of virtual desktop 
infrastructure (VDI) and desktop as a service (DaaS) it’s a surprisingly 
innovative take on a challenge the tech industry has been trying to 
address for more than a decade.

The premise and promise of virtual desktops is clear and compelling: 
End users can get consistent, secure access to their desktops 
anytime, anywhere, from any device and IT teams can focus 
on business critical initiatives by spending less time managing 
hardware and desktops. The key to delivering on this promise is 
designed infrastructure and purpose-built tools with solutions and 
support that are specifically created to deliver a highly available, high 
performance end result.

Rather than bolting VDI onto infrastructure designed for multiple 
purpose, Dizzion designed its infrastructure and solutions 
specifically to address the challenges and expectations of usable 
virtual desktops – ones that end users will actually want to use and 
that would truly make management easier and more hassle-free for 
IT teams and organizations as a whole.

Everything from our hardware to the additional solutions are offered 
as a fully-managed service, custom designed and tuned for optimal 
performance and results. This is what makes Dizzion different.

The cloud-based VDI market 
is predicted to reach $2 billion 
by 2019 and to exceed $11 
billion by 2023.

— visiongain
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Hardware & Infrastructure

The performance and quality of virtual desktops is related first and foremost to the 
underlying server and storage design. Unlike in-house VDI, Dizzion cloud delivered 
desktops relieve your technology team from the stress and risk of designing, building, 
testing, maintaining and managing complex server infrastructure and software.

Dizzion’s solution is designed to perform and deliver on the promises of VDI. We 
designed and built our End User Computing (EUC) PODS (Figure 1) specifically to 
deliver and support fast virtual desktops at large scale, economically. The high-
performing user experience and service satisfaction of Dizzion virtual desktops is 
driven by our PODS and our knowledgeable staff. 

• Our storage access (IOPS) allocation of 150 to 400 IOPS per desktop is four to 
eight times the industry standard, ensuring high performance for end users.

• Our Network design utilizes a 1Gbps, 10Gbps and 40Gbps redundant software 
defined network infrastructure, ensuring that desktops, applications and storage 
have the network capacity required at the lowest latency possible. 

All of Dizzion’s services are delivered via our Private Cloud Virtual Data Center 
(PCVDC). The PCVDC provides the necessary firewalls, security servers, connection 
servers, active directory servers, authentication trusts, load balancers and network 
integration. These services are established for each customer to provide secure 
connections to and from the Dizzion cloud delivered desktops, application streaming 
environment and other Dizzion-provided services that require isolation.

By providing a separate PCVDC for every customer, Dizzion securely isolates each 
customer into their own environment. This ensures that no customer can see 
any other customer’s data or specific policies. Individual security parameters can 
be applied to protect each customer uniquely. This model also ensures that each 
customer’s performance is not affected by another environment. 

Software Licensing & Support

Each of Dizzion’s cloud delivered desktops receives a Windows Operating System, 
virtualization software, antimalware, patching and updates as part of our fully-
managed service. Customers have the option of bringing their own operating 
system licensing (BYOL) or letting Dizzion provide licensing using our Microsoft 
SPLA agreement.

DIZZION.COM 

Figure 1
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Whether supplying your own licensing or using Dizzion’s SPLA, Dizzion’s cloud delivered 
desktops help organizations and their end users more easily keep up with advancing 
operating systems. With virtual desktops, the cloud delivered desktop OS can be of a newer 
or different version from the physical device OS. This is particularly helpful in cases of 
BYOD and to delay hardware refreshes when a new OS is required. 

Beyond traditional software provisioning and support, Dizzion also uses its proprietary 
Cloud Orchestration Service Management Operations System (COSMOS). COSMOS allows 
Dizzion to efficiently operate global infrastructure and customer deployments via a highly 
integrated provisioning and service management system. It provides customers visibility 
into their individual environments, offering insight into workloads, service delivery and 
consumption trends.

The COSMOS system also analyzes workloads and understands the full spectrum of 
consumption over periods of time. It then configures these workloads and fits them together 
to work the most efficiently with each other on our cloud platform. The result is a massive 
reduction in the “noisy neighbor” problem. 

Endpoint Device Options

Dizzion’s cloud delivered desktops run on nearly any available device: PCs, Macs, tablets, 
laptops, thin/zero clients and smart phones. This comprehensive approach allows 
companies to support popular BYOD and remote working programs while ensuring 
employees have a consistent desktop experience and organizational security and controls 
remain in place. “Hardware freedom” means employees can seamlessly access their 
applications and resources from any device, with no other requirements than internet 
connectivity and a web browser or the installation of the Dizzion desktop agent. 

Dizzion zLink

Dizzion also offers zLink, a suite of robust, low-cost endpoint solutions that allow companies 
to securely enable remote workers and BYOD programs, reduce management overhead, 
mitigate endpoint vulnerabilities and improve hardware lifespans.

There are three versions of Dizzion zLink to address a range of use cases and needs:

zLink
A desktop conversion solution that enables organizations to extend the useful life of 
outdated endpoints. Compatible with any x86 64-bit based device, zLink wipes the 
native operating system to convert the machine into a permanent thin client. 

DIZZION TECHNOLOGY OVERVIEW
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zLink+
A small form factor thin client that only requires peripherals like a monitor, 
keyboard and mouse. Easy and affordable to ship but  robust enough to 
support multiple monitors and two-way voice. Increase endpoint and user 
security by using this fully managed, endpoint with a hardened OS.

zLink Connect
The smallest of all the zLink solutions, zLink Connect is a USB thumb 
drive that transforms a user’s personal computer into a secure thin client 
(complete with your pre-set security and control features) when engaged. 
When users are done working, they simply remove the zLink Connect USB 
and their personal computer is back to “normal.”

All versions of Dizzion zLink feature hardened, light weight, read only operating 
systems and patches, policies and updates are handled by Dizzion. The solutions 
are bundled with Dizzion’s Mobile Device Management (MDM) solution to provide 
full control over the endpoint. When a zLink device is used to access Dizzion’s 
cloud delivered desktops, a policy server is checked which allows for controls to 
be adjusted and the device to be rendered useless if needed. 

zLink is ideal for deployments demanding increased security with reduced 
capital investment, IT management and support. zLink products are also part of 
Dizzion’s PCI and HIPAA compliance offerings, allowing organizations to extend 
compliance coverage to the endpoint.

Learn more about the features and benefits of Dizzion’s secure endpoint solutions.

Dizzion Cloud Delivered Desktops

Dizzion makes desktop provisioning and management easy by utilizing custom-
tuned Golden Images that allow organizations to easily plan for and address use 
cases and requirements as well as implement future changes or updates. 

At the beginning of an engagement, Dizzion works with the customer to create 
finely tuned, customized Golden Images (GI) for identified use cases. These 
GIs serve as a template Operating System for each desktop and are equipped 
with the exact applications each user group will need. Clients have the ability to 

zLink+

zLink Connect
LEARN MORE

http://www.dizzion.com/services/secure-endpoints/
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add third party applications to the Golden Images and Dizzion will fine-tune the GI before 
deployment for optimal use of the applications within a virtual desktop environment. If a 
company-wide change or update is needed, the change is made to the Golden Image and 
reflected on the individual desktops the next time they are accessed.

Dizzion also gives customers the option of providing users named (dedicated) or concurrent 
(non-dedicated) desktops. This allows employees with named desktops to access the same 
cloud delivered desktop every time they log in, while shift workers who don’t need a fully 
personalized experience are provisioned a fresh desktop on each login. Each cloud desktop 
is guaranteed its own resources to ensure a consistent and high performing experience 
every time, no matter how many users are accessing desktops.

Security & Controls

Controlling how users access business data and applications is an ongoing (and growing) 
challenge. Dizzion’s cloud delivered desktops help ease the security burden and better 
protect sensitive data. While our virtual desktops can be accessed on nearly any device, the 
data itself is never stored on the endpoint. Instead, data is redirected to a secure datacenter. 
The Dizzion DaaS infrastructure is designed to provide multiple tiers of security and a high 
level of control over users, devices and access. 

At the kickoff of a deployment, Dizzion works with the customer to customize the server 
configuration and end-user controls to fit specific business requirements and use cases. 
Secure, role-based authorized access and more than 100 security controls provide the 
ability to restrict access to systems, applications and data by the type or class of user and 
prevent the capturing, storing and printing of corporate data. 

The following chart explores Dizzion’s multi-layered approach to security, 
specifically designed to address major security and control pain points 
within end user computing.



Security Layer Security Concern Dizzion Response & Benefits

The User Data thieves or users unknowingly 
releasing information

• You control what your users are able to 
see, do and store

The Endpoint Device

Data residency management (the ability 
to control where data resides)

Traditional devices are highly susceptible 
to vulnerabilities, loss and theft

• No data is ever stored on the endpoint

• Utilize hardened devices like Thin/Zero 
clients that are less susceptible to attack 

• Device loss and theft is no longer a threat 
as data isn’t stored on the device

The Endpoint Session

Traditional access (VPN) methods are 
problematic, expensive to support and 
often deliver a poor user experience

Authentication methods are often 
different for user types and hard to 
manage and distribute

• No VPN, eliminating these issues

• Strong PCI & HIPAA approved encryption 
tunnels ensure secure content access 
without impacting performance

• Support for multi-factor authentication, 
single sign-on (SSO) and Mobile Device 
Management (MDM)

Data Residency 

Complexity of regulations, policies and 
jurisdictional laws 

Data being spread between SaaS 
solutions and user endpoints

• Data is stored in a secure datacenter (yours 
or ours) – never on vulnerable endpoint 
devices.

Integration
Hybrid infrastructure is difficult to 
integrate and can be even more difficult 
to connect users to

• Seamless, secure integration with 
your existing network system and app 
infrastructure

• No need for duplicate authentication 
systems or managing multiple logins

OS and Applications
Appropriately managing 100s or 1000s 
of individually configured endpoints is 
frustrating and difficult

• Hardened OS results in greater control

• Enterprise-grade antimalware is 
consistently applied

• Rigorous patching and updates

• Well-derived golden images dramatically 
reduce the number of unique deployments

• Access to applications and data can be 
tightly controlled

Network Security

Implementing security for a multi-tier, 
multi-vendor network is difficult and time-
consuming, requiring high-end talent, 
multiple unique skill sets and 24x7x365 
vigilance

• Highly fault-tolerant

• Physical and virtual high-availability 
firewalls and load balancers

• Front-side/back-side network isolation

• Dedicated VLAN and IP Addressing

DIZZION MULTI-LAYERED SECURITY
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Compliance

Compliance standards are becoming increasingly complicated and 
time consuming for organizations. Dizzion helps customers more 
easily achieve and maintain PCI or HIPAA compliance by offing virtual 
desktop solutions that address key controls within these common 
compliance standards.

Dizzion’s PCI DSS and HIPAA HITECH compliant cloud delivered 
desktops have been independently audited and verified by cyber 
risk management advisors Coalfire. Each purpose-built environment 
includes additional components – such as logging, change control, 
Intrusion Detection/Protection Services (IDS/IPS) and more – in 
accordance with the specific compliance standard being implemented. 
A full list of the exact coverage and audit responsibilities Dizzion’s 
solutions address is available upon request.

With one or both of these solution in place, the endpoint and data 
is better protected within your end user computing environment. 
Companies can be sure that the Dizzion solution will remain compliant 
with evolving PCI and HIPAA compliance standards, easing the in-
house burden of keeping up with changes. Not only will important 
data be more protected, but organizations can more easily complete 
required compliance audits by using Dizzion’s provided documentation 
and signed Business Associate Agreement.

Application Delivery

To make the virtual desktop experience as efficient and effective as 
possible, Dizzion offers an application streaming solution that helps 
optimize the app experience within the virtual desktop environment. 
Dizzion Application Delivery can handle even the toughest application 
compatibility issues by isolating the app from the base desktop 
operating system and delivering it on demand when needed.

This solution is designed to prevent cloud desktop “bloat” by 
separating applications from the desktop, making the Golden Images 
more manageable. It gives you granule control over which users – 
even ones using the same Golden Image – have access to specific 
applications. Dizzion’s virtual app streaming is compatible with 
almost any endpoint and provides the ability to manage application 
settings, make security changes and update applications easily, 
without touching each individual desktop.

PCI & HIPAA Compliance

Learn more about Dizzion’s 
independently verified PCI DSS 
and HIPAA HITECH compliant 
DaaS solutions.

LEARN MORE

http://www.dizzion.com/services/compliance/
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Unique Solutions for Better Results

From top to bottom, every service and solution Dizzion offers is custom designed and 
built to provide superior end results. We’ve focused on building an end user computing 
solution that focuses on security and usability to give companies and end users the 
experience they want and your customers demand. 

Between our purpose-built infrastructure, smart additional services and highly  
customizable delivery options, Dizzion customers have access to a high performance 
solution that isn’t a one-size-fits-all, off-the-shelf implementation.

REQUEST A DEMO

Case Study

Transcom Leverages Dizzion Desktops to Support  
Work@Home Agents
Transcom, a global provider of customer care outsourcing, turned to Dizzion to allow hundreds of 
agents to work from home securely and with minimal remote IT assistance.

With Dizzion, Transcom:

• Reduced remote agent implementation time from 6-7 hours to 15 minutes, resulting 
in faster time to productivity

• Securely supports a bring your own device (BYOD) policy for home-based agents 

• Is able to hire from a wide footprint to meet client demand fro 24/7 coverage

• Maintained PCI compliance and application access without investing in high  
end devices

• Easily integrate with client-selected cloud contact center platforms

“Being able to be competitive while having a huge hiring pool and 
supporting BYOD with the Dizzion solution has really worked for us.”

— Brent Hernandez, Transcom

Learn more about the benefits Transcom found by choosing Dizzion — Transcom Leverages Dizzion 
Desktops to Support Work@Home Agents.

http://www.dizzion.com/company/request-a-demo/
http://www.dizzion.com/resources/case-studies/transcom-case-study/
http://www.dizzion.com/resources/case-studies/transcom-case-study/


ABOUT DIZZION
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Established in 2011, Dizzion, Inc. is a global provider of end-user computing services, 
including cloud-delivered Desktops as a Service (DaaS), paired with complementary 
offerings like secure endpoints, application delivery and storage. The company is 
delivering the next generation of virtual desktop solutions to meet the demands of a 
remote global workforce in industries with stringent security and compliance needs, 
including business process outsourcing, financial services, healthcare and insurance. 
Dizzion’s mission is to enable users to securely access applications and data from any 
device, anywhere increasing mobility and productivity. To learn more about Dizzion, visit 
www.dizzion.com.

   

Learn more about Dizzion’s services.

http://www.dizzion.com
http://www.dizzion.com
https://twitter.com/Dizzion
https://www.linkedin.com/company/dizzion-inc-

