
SECURITY + COMPLIANCE:
ONE ISN’T ENOUGH

Many companies mistakenly think that if they have a robust security plan 

in place that they’re compliant; or that if they’ve passed a compliance audit 

they’ve checked the compliance box and are secure. Neither is true. Security 

and compliance need to work hand in hand to keep sensitive personal data 

truly safe.
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SECURITY + COMPLIANCE:
ONE ISN’T ENOUGH

Security and compliance are two topics that have been of growing 
concern for many organizations, especially those in highly regulated 
industries like healthcare, business process outsourcing (BPO), 
financial services and insurance and service providers who work 
with regulated organizations. 

And while security and compliance are vital for the survival of a 
business, there is still a great deal of confusion around the subject 
– what it means to be compliant, how to stay compliant, the
difference between security and compliance, and how to ensure
your organization is protected in the evolving threat climate.

The Current State of Compliance

Compliance has long been a top priority for many organizations, 
but based on the increasing volume and scale of data breaches 
in recent years, it is clear that it’s a more complicated undertaking 
than once assumed. And companies that aren’t getting it right are 
paying a big price.

Rules and regulations surrounding compliance certifications like 
PCI (regulating payment card data) and HIPAA HITECH (regulating 
personal health-related information) are constantly changing, and 
meeting the specific standards is becoming exceedingly difficult. 
Even those who are able to pass an audit are only compliant at 
that point in time; maintaining compliance is another obstacle 
demanding constant attention. 

According to Verizon’s 2015 PCI Compliance Report, less than 30 
percent of organizations remained fully PCI compliant within a 
year of a successful PCI validation and nearly 80 percent of all 

• 2015 was the second highest
year on record for data
breaches. (ISACA)

• The most expensive HIPAA
fine to date cost the company
$5.55 million. (Becker’s)

• Less than 30% of
organizations remained fully
PCI compliant within a year of
a successful PCI validation.
(Verizon)

http://www.verizonenterprise.com/resources/report/rp_pci-report-2015_en_xg.pdf
http://www.isaca.org/cyber/Documents/2016-cyber-security-jobs-infographic.pdf
http://www.beckershospitalreview.com/healthcare-information-technology/10-largest-hipaa-settlement-fines.html
http://www.verizonenterprise.com/resources/report/rp_pci-report-2015_en_xg.pdf
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Nearly 40% of respondents cited the lack of in-house cybersecurity 
expertise as their top challenge.

MIT Technology Review
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businesses failed their interim PCI compliance assessment. Additionally, companies 
tend to get so fixated on the complex regulations that they stop focusing on their overall 
security strategy, leaving them vulnerable to threats. 

In recent years, many companies that have been deemed compliant have suffered 
significant, high profile breaches. Target, Neiman-Marcus and Michaels all experienced 
highly publicized data breaches shortly after passing a compliance audit. These breeches 
often result in serious consequences like C-level executives losing their jobs, tarnished 
brand reputation and organizations having to completely overhaul their information 
security practices. Failing to meet all state and federal guidelines for compliance can 
also leave an organization vulnerable to lawsuits, audits, fines and, in the worst case 
scenario, dissolving of the business entirely. 

To avoid this, many organizations have hired additional staff to manage compliance and 
security internally, but that is also becoming increasingly difficult because of the growing 
security talent gap. In fact, according to a recent survey from the MIT Technology Review, 
nearly 40 percent of respondents cited the lack of in-house cybersecurity expertise as 
their top challenge. 

Those organizations that have been able to recruit and retain the necessary staff are 
pouring extensive time and resources into the pursuit of maintaining compliance versus 
focusing on innovation and furthering business goals. 

There is a lot of grey area when it comes to compliance and security and many hoops 
for organizations in regulated industries to jump through. But compliance is a necessary 
evil and proper education around the topic is crucial for your business’s survival. 

Top 3 Misconceptions Around Compliance

Some organizations may think that because they focus on security, they’re also 
compliant. But compliance is a bigger initiative that takes careful and continuous 
attention. Understanding common myths about compliance can help protect your 
organization from an unintentional violation or a false sense of security.

https://www.technologyreview.com/s/601537/close-the-talent-gap-secure-the-future/
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Top Myths About Business Compliance

1. Compliance is just a checklist. While the audit process may lead one to believe that
compliance is as simple as checking all the right boxes, it is not a ‘set and forget’
initiative. Businesses must focus on making compliance sustainable. It has to be
part of day-to-day activities within the greater security strategy. Three key areas
where organizations fall out of compliance are regular testing of security systems,
maintaining secure systems and protecting stored data, according to the Verizon
2015 PCI Compliance Report.

2. Compliance is the responsibility of a single entity. Actually, everyone is responsible
for and impacted by maintaining compliance – not just the security team. From the
board to the end-user, everyone within an organization should be expected to keep
security and compliance top of mind. While increasing focus in these areas will help
to protect the company, it can often become an all-consuming pursuit that takes
attention away from business objectives.

3. When your organization is compliant, it is also secure – and vice versa. Verification
of compliance is no guarantee that the organization will be protected from threats.
Target, for instance, experienced a data breach in 2013 just two months after being
deemed compliant, indicating a major discrepancy between compliance and security.

What’s the Difference Between Security & Compliance?

Fundamentally, security is part of the larger compliance picture. Paying careful attention 
to corporate security as well as to the other hallmarks of compliance can help you form 
(and maintain) a successful compliance program.

How Security Fits Into Compliance

• Security is about defense; it prevents unauthorized access and acts as the moat
around the castle. Security protects a company from threats, but it doesn’t provide
data and analytics. It lacks control, procedures and policy.

• Compliance can act as a motivator for security, helping to uncover gaps within the
security strategy and guide security measures.

• Compliance is an example of documented and auditible security.

• Compliance is a demonstration — a reporting function — of how your security program
meets specific security standards as laid out by regulatory standards.
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http://www.verizonenterprise.com/resources/report/rp_pci-report-2015_en_xg.pdf
http://www.verizonenterprise.com/resources/report/rp_pci-report-2015_en_xg.pdf
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Compliance Standards

There are dozens of compliance standards specific to industries and business types. 
Two of the most common standards are PCI and HIPAA. These standards have a major 
impact on the public as they protect sensitive payment card data and personal health 
information, respectively. This at-a-glance overview of these standards strives to help you 
understand the strict requirements of compliance (though it’s important to remember that 
these are complicated regulations that require more in depth attention in order to attain 
and maintain compliance).

PCI Compliance

Payment Card Industry (PCI) compliance standards were put in place to ensure that all 
companies that process, store or transmit credit card information maintain a secure 
environment. This standard touches a large range of industries, from obvious sectors 
like financial services and insurance, to industries that handle payment data as part of 
rendering services, like healthcare and the BPO industry. Any organization that deals with 
payment card data must be PCI compliant – whether payment card processing is the 
company’s primary function or not. 

There are a myriad of steps that go into organizations achieving PCI compliance, including: 

• Building and maintaining a secure network with proper firewall configuration and
password parameters.

• Encrypting transmission of card holder data.

• Maintaining a vulnerability management program, including regularly updating anti-
virus software.

• Implementing strong access control measures to restrict access to cardholder data.

• Regularly monitoring and testing networks.

PCI auditing requirements are assessed on a tiered level based on the number of 
transactions the organization handles, so it’s important to understand the exact 
requirements for your level.
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HIPAA HITECH Compliance

HIPAA (Health Insurance Portability and Accountability Act) and HITECH (Health 
Information Technology for Economic and Clinical Health Act) set the standard for 
protecting sensitive patient data and protected health information (PHI) which has been 
found to be more valuable on the black market than credit card information. Therefore, any 
company that deals with PHI must be vigilant in ensuring that all the required physical, 
network and process security measures are in place and followed by any and all parties 
who have access to the data. 

In order to become HIPAA compliant, organizations need to keep the following top of mind: 

• HIPAA Privacy Rule: Establishes national standards to protect individuals’ medical
records and other PHI

• HIPAA Security Rule: Requires appropriate administrative, physical and technical
safeguards to ensure the confidentiality, integrity and security of protected health
information

• HIPAA Breach Notification Rule: Requires covered entities to notify the Department
of Health and Human Services, patients, the media and the public when there is a
breach involving PHI

HIPAA compliance can also become out-of-date quickly, and what was once a HIPAA 
compliant environment can rapidly change. In order to maintain compliance you should 
undertake the following: 

• Make sure HIPAA stays on the radar of your HR staff, and be sure that HIPAA training
is on the checklist for all employees.

• Asses employees to make sure they are doing their jobs in a HIPAA compliant manner
and are following all stated company policies and procedures.

• Complete a HIPAA Risk Analysis document and audit at least once a year.

• Verify your business associates, contractors and third parties are also compliant and
following all company policies and procedures.

HIPAA is arguably more complicated and difficult to maintain than PCI compliance, as 
evidenced by a 2015 Harris Poll survey in which 48 percent of the participants reported 
that they had either suffered a data breach or had failed a HIPAA compliance audit.
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http://www.hipaajournal.com/26-percent-of-healthcare-organizations-have-suffered-a-data-breach-578/
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Outsourcing Compliance
The bottom line is compliance is hard. The amount of time and energy that goes 
into obtaining and maintaining compliance independently is palpable and takes away 
valuable resources that can – and should – be focused on driving business. To solve this 
problem, many organizations turn to outsourced solutions that do the “heavy lifting” to 
help their business attain and maintain compliance. 

A particularly smart way to lighten the compliance load is to work with vendors that 
complete key compliance requirements. These service providers understand the ins 
and outs of compliance standards and have compliance features or offerings as part of 
their solution. In this way, smart vendor choice provides a viable, cost effective 
alternative to addressing vital compliance needs within heavily regulated 
industries for which compliance is a requirement for doing business. 

Conclusion
Security is a vital part of the compliance equation and compliance is an equally important 
part of having a measurably secure organization. Maintaining high levels of both 
security and compliance help companies protect brand reputation, safeguard data, 
avoid sizable ines and maintain customer trust.

Working with the right technology solutions help companies strengthen the 
security technology, processes and controls they use to keep customer information 
secure, meet compliance standards and keep business on track. 

Compliance Scorecard

Download Dizzion's Compliance Scorecard to see how your organization stacks up 
against security and compliance standards.

https://eb1x.co/3V1oQeI
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Case Study:
The Power of a Compliant Vendor Solution

End users have traditionally posed a particular compliance challenge for IT and security 
teams. Their unpredictability coupled with the human dimension can create compliance and 
security complexities. Dizzion’s offers PCI and HIPAA compliant cloud-delivered desktops 
which eases the burden on customers and reduces the time, resources and cost they spend 
on compliance. By opting to work with a vendor like Dizzion, companies can spend less time 
addressing compliance and more time concentrating on growing their businesses. Other 
benefits include:

• Organizations can reduce the need for in-house expertise to manage end user compliance.

• The audit process is drastically simplified and less costly.

• New employees are quickly, easily and efficiently on-boarded into compliant environments,
meaning there’s less room for malicious actions and unintentional end user compliance
mistakes.

• Operational costs are reduced by eliminating large and growing compliance functions
maintained in-house.

• Provides a powerful, seamless solution that helps keep employees productive and
corporate data secure.

In addition, Dizzion’s virtual desktops are never off the network, which means they are always 
monitored and an attack can be pinpointed to a single desktop. If a breach occurs, the desktop 
can be wiped and a new clean desktop can be provisioned to allow the exploit to be contained 
and the end user to continue to work with minimal disruption. 

Role-based security also enables organizations to develop very specific controls around what 
end users are allowed to do to further ensure they remain compliant. All these carefully planned 
features help companies heighten security and compliance while enjoying the benefits of 
reduced CAPEX and OPEX costs.

SECURITY + COMPLIANCE: ONE ISN’T ENOUGH

http://www.dizzion.com/services/cloud-delivered-desktops/


ABOUT DIZZION

LEARN MORE

Established in 2011, Dizzion, Inc. is a global provider of end-user computing services, 
including cloud-delivered Desktops as a Service (DaaS), paired with complementary 
offerings like secure endpoints, application delivery and storage. The company is 
delivering the next generation of virtual desktop solutions to meet the demands of a 
remote global workforce in industries with stringent security and compliance needs, 
including business process outsourcing, financial services, healthcare and insurance. 
Dizzion’s mission is to enable users to securely access applications and data from any 
device, anywhere increasing mobility and productivity. To learn more about Dizzion, visit 
www.dizzion.com.

Dizzion’s compliant cloud delivered desktops meet PCI and 
HIPAA/HITECH standards.

http://www.dizzion.com/services/compliance/
http://www.dizzion.com
https://twitter.com/Dizzion
https://www.linkedin.com/company/dizzion-inc-



