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INTRODUCTION
In recent years, the emergence of desktop virtualization (VDI) has helped organizations to efficiently 
address the business and security needs for an increasingly mobile and remote workforce.

Virtual desktops for end users are easier to administer and much more flexible and secure than 
desktops on traditional endpoint devices such as desktops and laptops. With a virtual desktop, a 
user accesses business information and applications remotely. The user’s device functions as an 
input/output terminal; none of the business’ data is stored on the endpoint device. If the endpoint 
device is lost or stolen, access is terminated and confidential information remains secure. 

Just as Customer Relationship Management (CRM) 
systems originally available only as insourced, 
on-premises solutions have matured into cloud 
offerings such as Salesforce, virtual desktops have 
also evolved from being exclusively internally built 
solutions to being available via the cloud. 

Early VDI technology was difficult to deploy and 
few people were able to master it. VDI failure 
rates, originally fairly high, have reduced as VDI 
technology has improved, but deployment issues 
continue to plague internally developed solutions.

More options are now available as well. Businesses 
looking to desktop virtualization to reduce costs 
and improve efficiency can purchase reliable, high-
performance virtual Desktops-as-a-Service (DaaS) 
from capable service providers.

This paper, written for business leaders who believe that VDI might pose business value, delivers 
the information you need to take the first step in your VDI selection process: deciding whether to 
buy a DaaS solution or build a system in-house (‘insourced VDI’). From there, you can begin to 
consider specific VDI solutions with a better understanding of your requirements. 

VDI USE CASES
Virtual desktops, whether insourced or outsourced, are particularly effective when a business 
needs to: 

• Support large, high-volume teams such as contact centers, task workers or departments of 
25 or more employees

• Manage widely varying head counts, for instance due to seasonal hiring

• Support mobile workforces

• Enable Bring Your Own Device (BYOD) policies
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• Support third-party contractors

• Manage user access to multiple environments such as training and production

• Secure data that if lost would result in a reportable breach or cause a business impacting 
event

• Comply with regulations and standards such as PCI-DSS and HIPAA

COMMON VDI BENEFITS
Regardless of whether you insource VDI or deploy a DaaS solution, the benefits typically include: 

• Providing end users with the same desktop experience from one or more supported personal 
or business devices, including mobile

• Providing secure access to applications and data via endpoint devices that are otherwise more 
susceptible to failure, loss and theft

• Reusing and extending the life of existing endpoint hardware assets

• Centrally distributing patches, updates and application to users 

• Quickly provisioning new users

• Reducing staff time spent on user and device support and management

• Enhancing security and compliance 

KEY CONSIDERATIONS FOR INSOURCE VS. OUTSOURCE
To decide between insourced VDI and DaaS, a business should consider five key areas, which we’ll 
expand on below:

1. The 24x7x365 in-house expertise required

2. Agility and scalability for both staff growth and contraction

3. Security and compliance standards required to be met

4. The level of effort and attention required to see the VDI project to completion in the midst of 
competing priorities 

5. Budgetary goals and time frames

Please note: DaaS providers vary wildly in solution capabilities, maturity, technical support and 
pricing. Our perspective for this paper comes from our extensive experience guiding our customers 
through the VDI selection and implementation process. We understand how painful selection is, 
since many of our customers have lived through failed VDI implementations. 
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CONSIDERATION 1. IN-HOUSE EXPERTISE
INSOURCED VDI

While many businesses have excellent resources to manage 
systems, networks, security, and endpoint devices, VDI 
requires an additional skill set. Most IT professionals are 
still unfamiliar with VDI technology and have limited or no 
deployment experience with it. 

Therefore, a business will have to either hire one or more 
resources with experience planning, deploying and maintaining 
VDI or train existing resources. This isn’t as easy as it sounds: 
VDI experts are in high demand, are difficult to find and recruit 
and are often lured away by other companies

Common insourced VDI mistakes caused by inexperience include reusing old server and storage 
equipment that can’t support the loads or required performance, underestimating capacity 
requirements (which creates a premature need to upgrade expensive hardware), and “good 
enough” deployments that don’t allow the business to maximize Return on Investment (ROI) with 
the selected technology and provide a sub-par user experience that diminishes user buy-in. 

In addition, inexperienced staff may not know all of the available options to make security and 
compliance reach through to all endpoints. They may not understand how configuration options can 
impact the user experience, application and softphone integration, and other required functionality.

After the initial deployment, managing a growing VDI solution also requires specialized knowledge. 
As users and applications are added, a higher likelihood of server and storage performance 
contention problems begin. Without understanding how architecture and configuration decisions 
are contributing, many inexperienced VDI administrators attempt to compensate by adding 
expensive, server and storage hardware. 

While in general VDI results in fewer hours spent on desktop management, insourced VDI 
simultaneously increases the demand on the  IT staff for server administration, storage and 
network management. These responsibilities are typically handled by employees that are more 
highly skilled, paid and in demand than those managing traditional desktops. 

OUTSOURCED VDI - DaaS

By contrast, with DaaS, the provider’s staff takes on the additional burden of server administration, 
storage, network management and more. The business’ level of investment in these areas remains 
largely unchanged. 

Because the provider’s VDI experts have deployed the provider’s solution many times, they 
are deeply familiar with solution-specific and industry best practices to maximize performance 
and security. There is no trial and error. With DaaS, the staff focuses on managing the provider 
relationship and learning to use the solution for efficient desktop deployment and management, 
not learning the ins and outs of VDI.

TECHNICAL PAPER



5

CONSIDERATION 2. FLEXIBILITY AND AGILITY

DEPLOYMENT SCHEDULE
INSOURCED VDI

Insourced VDI projects may require twice as much time to 
deploy as a DaaS solution, and due to lack of experience, 
insourced VDI schedules include room for unexpected 
variables. For a 500-user business, insourced VDI typically 
requires 40 to 46 weeks; with DaaS typically requiring 22 
weeks, including the vendor selection process.

Insourced VDI requires several weeks to identify hardware 
and software requirements and to procure and configure 
equipment, on top of the learning curve and professional 
service contracts that are typically required. 

OUTSOURCED VDI -- DaaS

DaaS projects have fewer schedule risks because DaaS providers have well-tested, repeatable 
deployment processes and resources. DaaS projects are therefore much more achievable for 
today’s businesses, which may have 10’s or 100’s of competing technology initiatives scheduled 
for completion each year. 

CAPACITY PLANNING
Because of simplified user management, VDI solutions are excellent for businesses with fast-
changing head counts, for instance those with seasonal hiring, large projects that quickly ramp up 
and down or companies whose growth strategies include acquisitions. 

INSOURCED VDI

For insourced VDI, an unexpected spike in head count could present a logistical challenge if new 
equipment must be ordered to accommodate the growth. The business may suffer a month or 
more of lag time as it orders the equipment for expansion. Upgrades of more than $100,000 are 
common when hardware limits are reached, so budget risks are high. 

OUTSOURCED VDI -- DaaS

DaaS providers have differing approaches to capacity management. For private-cloud DaaS, the 
business pays for hardware indirectly through fees such as per-user charges, so the extra 10 or 
20 users that might cost $10,000 in hardware and software upgrades for insourced VDI might only 
cost $500 to $1000 with a DaaS provider. 

DaaS providers have also built their infrastructure to enable scaling, so large numbers of new 
desktops can be ordered and deployed within days or even hours. DaaS solution providers should 
provide quarterly performance and capacity reviews to identify trends and help alert businesses 
to upcoming capacity needs. 
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CONSIDERATION 3. SECURITY AND COMPLIANCE
With both insourced VDI and DaaS solutions, a business no 
longer needs to worry about losing data if a user loses physical 
possession of a device. Users access corporate systems only 
within the secure environment of the virtual desktop, which 
is configured such that data cannot be saved from within the 
virtual desktop to their endpoint device. Virtual desktops open 
up many possibilities for endpoints, including hardened, lower  
cost Zero clients.

Therefore, if the device is lost, stolen or the user separates from the business, user access to the 
virtual desktop is quickly and simply disabled and, with no lost data, the business has no risk of 
a security or compliance incident. Data is not lost, and if the user loses the endpoint device or if 
it was stolen, their productivity is not heavily impacted: almost any endpoint device can provide 
immediate access to the virtual desktop.

INSOURCED VDI 

Many businesses initially show more interest in the insourced VDI option because they fear 
outsourcing the control of their users, application and/or data through DaaS. However, the 
attention of in-house personnel is typically fragmented across several projects, and security may 
be one among many competing priorities. Additionally, a business in a regulated industry will need 
to ensure that their VDI processes and infrastructure meet the rigorous standards of compliance 
certification. 

OUTSOURCED VDI -- DaaS

Business data is often safer when entrusted to a DaaS provider with a singular focus of management 
of desktop environments. DaaS providers have access to enterprise monitoring, reporting, security 
and compliance tools that are generally unavailable to a traditional business. While in-house IT 
personnel may be very familiar with a specific business’ security and compliance needs, DaaS 
solutions must perform well in a broader compliance landscape that in part includes HIPAA, PCI-
DSS, FERPA and many more.

Businesses should perform proper due diligence with prospective DaaS providers on how they 
conform to regulatory compliance. Some DaaS providers have taken the steps to become PCI 
and HIPAA compliant and allow companies to save capital and operational costs on auditing the 
desktop virtualization environment. Most mature DaaS providers also support methodologies to 
ensure that you are always in control of your data no matter the location, and you can maintain 
security around that data without moving it.

CONSIDERATION 4. OPPORTUNITY COST
INSOURCED VDI 

VDI projects have to be considered within the larger context of business and technology needs and 
priorities. Most businesses have scores and even hundreds of technology initiatives that are slotted 
for completion in any given year. 
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You’ve probably seen it before. When a technology project 
falls behind, a business throws resources at it, pushing it over 
budget. With luck and hard work, a deployment reaches 80- 
to 90-percent completion. The business then decides it is 
good enough for now and resources are redirected to other 
projects. Because some functionality is still not 100 percent, 
the business is unable to obtain a full Return on Investment. 

How does a business prevent this cycle? By focusing on those projects most likely to succeed: 
those with the highest priority and lowest risk and most value. Sadly, insourced VDI with a high-
risk budget, schedule, and questionable quality outcome often doesn’t make the cut

OUTSOURCED VDI -- DaaS

The failure to deploy or even start insourced VDI has inspired businesses to take a fresh look at 
DaaS solutions. With DaaS, a business has a clear path to a quick IT win that resolves significant 
security and business needs without introducing unacceptable levels of risk and without diverting 
unnecessary attention from other priorities. All of this is delivered at costs comparable to traditional 
laptop/desktop deployment models.

Once deployed, a DaaS solution requires 60% to 80% less in-house support and management 
effort than a traditional endpoint deployment model. 
So if a business has ten resources dedicated to desktop 
management, six to eight of them could be rededicated to 
other key business objectives

CONSIDERATION 5. BUDGET IMPACT
Insourced VDI places a heavy research burden on the 
business to identify startup, ongoing and future costs, and 
to consider budget risks. Costs for DaaS solutions tend to be 
more straightforward and involve significantly less unknowns and budget risks. 

A CASE STUDY FOR 500 USERS
Let’s consider a business that needs VDI for 500 users for a three-year term, which shows how 
the costs change over time past the initial deployment. For simplicity, we’ve made some base 
assumptions for hardware, software, and personnel costs. These are based on our extended 
experience combined with that of a National Consulting firm that has provided VDI services for 
enterprise deployments across the US.

STARTUP COSTS
INSOURCED VDI 

For insourced VDI, a business has to build and maintain infrastructure for the maximum number of 
users plus allow room for growth. Therefore, the business pays for capacity it doesn’t immediately 
need or will never utilize. Also, a seasonal business pays year-round for capacity it may only need 
for a month or two. 
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For insourced VDI, the new hardware for 500 users costs roughly $200,000. A business may be 
able to reduce these startup costs by redeploying existing server and storage hardware. However, 
hardware selection is very important for VDI, so the savings via hardware not specifically designed 
for VDI can come with a high risk of inferior performance and a failed launch.

For insourced VDI, labor costs for initial deployment can range between $262,500 to $350,000 for 
a 500-user system. This estimate may be low, as salaries for storage and VDI experts are typically 
much higher than desktop management.

Regardless of the deployment option selected, new endpoints are not needed as long as the 
selected VDI solution supports the existing user devices. 

OUTSOURCED VDI -- DaaS

With private-cloud DaaS, the business is not directly responsible for upfront equipment costs. 
Those costs are incorporated into other line items such as per-user subscription fees, and the 
business doesn’t need to purchase more capacity than is needed. And because the DaaS provider 
manages capacity between customers, the business doesn’t need to worry about planning for 
infrastructure upgrades or seasonal scaling.

A DaaS deployment requires approximately half 
as many staff hours and therefore half the labor 
costs. In addition, the staff does not need specific 
storage and VDI software expertise for a DaaS 
deployment. 

ONGOING COSTS
If our scenario assumes that capacity stays at 
500 users, no additional hardware upgrades are 
needed during the three-year service term.

However, because endpoint devices age, we have to consider the expense of replacing the end-user 
equipment. With no locally saved data or locally installed applications to worry about, businesses 
can replace retiring laptops with lower-cost endpoint devices such as thin clients and employee 
provided devices. Of course, a business must confirm that a VDI option supports all desired 
endpoints. 

Setting that potential savings aside, let’s assume the business continues to buy the same types of 
devices. For our calculations, the costs support for insourced VDI are about twice of that for DaaS. 

With insourced VDI, however, the business does face an additional monthly cost: VDI software. 
Server and desktop virtualization software can cost nearly $140,000 per year for our example. 
This cost is conveniently covered by the DaaS service charges.
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THREE-YEAR COST COMPARISON OF VDI OPTIONS
Using the estimates above for our 500-user case, we calculated the costs in the table below. 
Insourced VDI on new hardware is by far the most expensive option, costing more than 1.75 times 
as much as DaaS in Year 1.

DaaS 
Insourced 
VDI (new 
hardware)

Insourced 
VDI (existing 
hardware)

Initial server and 
storage hardware costs $0 $200,000 $0

Staffing costs for 
deployment $107,500 $211,250 $173,750

Ongoing Service costs 
for Year 1 $299,700 $138,420 $138,420

Ongoing Support costs 
for Year 1 $78,000 $231,000 $231,000

YEAR 1 TOTALS $485,200 $780,670 $543,170

When we consider a three-year term, we see that DaaS is the least expensive VDI option. Insourced 
VDI can cost nearly 2 times more to deploy than DaaS. 

The table below shows how costs would range over the three-year term with the price of hardware 
provisioning and hardware purchasing included, which in this example is the same for all three 
scenarios.

DaaS 
Insourced 
VDI (new 
hardware)

Insourced 
VDI (existing 
hardware)

Year 1 $626,896 $922,366 $684,866
Year 2 $519,396 $511,116 $511,116
Year 3 $519,396 $511,116 $511,116

3-YEAR TOTAL $1,665,688 $1,944,598 $1,707,098

In this case, the insourced VDI existing hardware is slightly more expansive that DaaS, but 
remember that with insourced VDI, the business permanently retains the higher-cost staff with 
the VDI and storage expertise that was required for deployment. 

With the DaaS solution, the business would continue to rely on existing desktop support technologists 
to manage the VDI service.  And as we noted earlier, the DaaS solution avoids the ongoing cost of 
VDI software and server virtualization.
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TOTAL COST OF OWNERSHIP CALCULATOR
Figures for the example we just reviewed were 
generated using Dizzion’s online Total Cost of 
Ownership (TCO) Calculator, developed with 
the assistance of a third-party global business 
consulting firm. 

Using the calculator, which is available for free on 
the Dizzion website, you can enter assumptions and 
compare the high-level costs of these options. The 
model contains far more detail than this example. 
In part, you can enter custom information about 
the number of users, endpoint devices, system 
hardware, software, and personnel costs.

FUTURE COSTS
While Dizzion’s TCO Calculator does not attempt to calculate future costs, those costs should be 
considered. Because VDI technology requires a business to make significant changes that impact 
how users work, most businesses that adopt some form of VDI are in it for the long run. Although 
a switch to VDI is a project, it’s one that provides far more benefits in terms of business value 
than cost alone. We have purposely left out business value in the above case, but we recommend 
that your analysis should absolutely include the value your business will gain from implementing 
a virtual desktop solution, whether in-house or DaaS.

Businesses with insourced VDI and on-premises DaaS can expect to need a total hardware refresh 
approximately every three to four years, even if VDI needs do not significantly change in that time. 
With private-cloud DaaS, businesses pay for equipment as part of the service charges throughout 
the contract term via subscription fees. DaaS expenses per user remain relatively steady over 
time. 

CONCLUSION
VDI is a complicated, capital-intensive undertaking that requires specialized training, expensive 
hardware and deep technical skills. When first exploring VDI, a business may conclude that building 
insourced VDI is more economical than DaaS. Even after our discussion of the above five areas 
of consideration (expertise, flexibility, security, opportunity cost and budget impact), the largest 
of companies with the deepest of pockets may never waiver from their decision to go with an 
insourced solution.

Yet, as we’ve seen in each of the considerations outlined above, the superior choice is more often 
the outsourced solution, especially for mid-sized and enterprise businesses that desire agility, 
efficiency and predictable costs. Many of Dizzion’s customers have switched to a DaaS model after 
years of running thousands of desktops on an insourced VDI solution, one that no longer provides 
a satisfactory ROI.
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READY TO EXPLORE THE COST OF VDI FOR YOUR BUSINESS?
Compare scenarios at http://www.dizzion.com/insights/daas-tco-calculator/.

To ask questions, schedule a live demonstration or request a free DaaS trial, contact Dizzion at 
+1.888.225.2974 or sales@dizzion.com or register online at www.dizzion.com/demo 

Often a business that gets past the startup hurdles discovers that insourced VDI is troubled by 
cost overruns, poor performance at scale and complex support requirements. The business has 
to maintain capacity for the maximum number of users from the start, which means paying 
for excess capacity, and if growth is faster than anticipated, the business will be scrambling to 
purchase and deploy new hardware for tens of thousands of dollars. VDI experts that guide this 
process are difficult to find and retain. 

WHY DIZZION?
With Dizzion’s DaaS solution, businesses receive a tested, high-performance VDI experience that 
runs at a lower cost and is supported by an experienced team of VDI engineers. Customers also 
received Dizzion’s support in predicting their needs through quarterly assessments that review 
capacity trends. 

With Dizzion’s private-cloud DaaS solution, businesses:

• Achieve maximum ROI on the project, with an orderly deployment that meets schedule, cost, 
and performance goals

• Minimize the distraction from other business imperatives with proven technology deployed by 
an experienced team

• Retain maximum flexibility and agility to respond to business needs

• Train existing desktop support personnel to manage the DaaS solution with no need to hire 
VDI experts

• Clearly understand how changes to the number of users impact costs 

• Pay only for the capacity you use

• Exceed predicted growth without a significant disruption for hardware upgrades

Insourced VDI remains a viable option for cash-flush businesses without tight deployment 
schedules. For the rest of us, DaaS achieves the benefits of VDI while also maintaining excellent 
control of budget, schedule, and performance risks. Outsourced VDI is a great option for cost-
conscious businesses planning for growth.
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Established in 2011, Dizzion [rhymes with vision] brings the power of 
cloud computing to the desktop by enabling users to securely access their 
applications and data from any device, anytime, anywhere. 

Dizzion’s high-performance Cloud Delivered Desktops eliminate many of 
the expenses and frustrations of traditional corporate desktops. The virtual 
desktops are easily customized for businesses in industries with stringent 
security and compliance needs, such as business outsourcing, financial 
services, healthcare and contact centers.

Our proprietary managed service is built on enterprise technology that 
includes infrastructure, software licensing, management, expert support and 
security, all for a monthly fee.

Dizzion: Redefining The Way The World WORKS.

ABOUT DIZZION


