
THE TRUTH BEHIND 
7 COMMON DAAS MYTHS

Many people have preconceived notions about Desktop as a Service (DaaS), 

making them miss out on a modern tech solution that can become a key 

business driver. Here are some of the most common myths about DaaS and 

the truth behind the tales so you can make an informed decision.
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THE TRUTH BEHIND
7 COMMON DAAS MYTHS

When virtual desktops first came out in the early to mid-2000s, 
the technology got a bad rap. Virtual desktop infrastructure (VDI) 
wasn’t advanced enough to support high-quality performance and 
a slew of additional issues made many IT professionals and end 
users skeptical of the technology. 

A lot has changed in the past decade, and virtual desktops (and 
the underlying technology) have advanced to a point where this 
forward-thinking solution is offered as a cloud-based service known 
as Desktop as a Service (DaaS). 

However, the old myths and apprehensions persist. Here are 
some of the most common concerns about cloud delivered virtual 
desktops and the truth behind the myths.

MYTH 1: Cloud solutions are not secure.
FALSE

With the increasing rate and severity of cyberattacks and data 
breaches, security is naturally top of mind for anyone considering 
making the move to a cloud-based service. DaaS is a cloud solution 
that offers benefits that can help organizations increase security, 
such as better protecting data.

When employees are working within a virtual desktop environment, 
data is stored in a central location (such as a secure data center), 
never on a vulnerable (and possibly mobile) endpoint. This helps 
protect sensitive data and corporate IP from walking out the door 
or from being compromised by a lost or stolen device.

This centralized approach also applies to application management, 
which can make it quicker and easier for IT teams to push out critical 
patches and updates. Instead of touching every device, the update 
is pushed to a Golden Image and deployed to all virtual desktops.

REVISITING VDI

Learn about the initial issues of 
early VDI and how the technology 
and need for virtual desktops have 
change making it a viable — and 
much needed — solution.

It’s Time to Revisit VDI

DOWNLOAD

http://www.dizzion.com/resources/technical-papers/time-revisit-vdi/
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Working with a DaaS provider that offers a PCI or HIPAA compliant 
solution can help your organization achieve and maintain compliance, 
but that solution itself does not meet all the compliance requirements 
your business likely faces, or negate the need for an in-house audit.

THE TRUTH BEHIND 7 COMMON DAAS MYTHS

Service providers are inherently experts in their respective fields, and working with a 
DaaS provider means there are dedicated professionals on staff that are responsible for 
security 24/7. Additionally, service providers meet the security requirements of a range 
of companies, resulting in a robust security and the issue constantly being top of mind.

To quell any fears you may have regarding cloud security, ensure you select a service 
provider that gives you confidence and is able to help maintain your company’s security 
posture to the desktop. 

MYTH 2: By moving to a compliant solution (whether it 
be cloud computing, storage or DaaS), my company is 
covered and compliant.
FALSE

When you outsource to a third party, that third party provides a solution that is part of 
your overall environment. A service provider can help you reduce the scope (and therefore 
the costs) of your compliance audit; however, because audits take into account things 
like company policy and controls, no third party vendor will completely alleviate the need 
for a company to go through their own audit process. In short, working with a DaaS 
provider that offers a PCI or HIPAA compliant solution can help your organization achieve 
and maintain compliance, but that solution itself does not meet all the compliance 
requirements your business likely faces, or negate the need for an in-house audit. 

It’s also important to evaluate how the DaaS solution will be delivered and implemented, 
as this may impact your compliance requirements and scope. Some DaaS providers 
only offer one or two standard deployment models, while others offer flexible options 
that allow you to implement a customized solution that meets your specific needs. For 
example, some solutions offer the choice to store customer data securely in the cloud 
or on an organization’s existing storage solution. 

Finally, some providers have a very narrow scope of what their compliance solution 
covers. Some simply ensure that their internal IT environment or back office systems 
are compliant, and do not cover their customers or the services they provide to their 
customers. Other DaaS providers, like Dizzion, offer virtual desktop solutions that have 
been independently audited and verified for compliance.

http://www.dizzion.com/services/compliance/


DIZZION.COM   |   DAAS 4

THE TRUTH BEHIND 7 COMMON DAAS MYTHS

MYTH 3: DaaS will save money.
IT’S A GRAY AREA

Initially, the transition to DaaS may not necessarily save money. However, in most 
instances cost isn’t why organizations chose DaaS. Many companies move to DaaS for 
security and ease of management (central management). This flexibility, such as the 
ability to quickly provision new users or revoke access, are some of the most common 
reasons businesses choose a DaaS solution. 

However, there are some “soft” ways that adopting DaaS can lead to potential cost 
savings. DaaS provides an opportunity to transition from CAPEX to a predictable OPEX 
cost model, while ensuring performance will scale with the company’s growth. There are 
also many business drivers that benefit from DaaS deployments, including:

• Expanded employee productivity

• Faster integration in merger and acquisition instances

• Ability to securely manage remote workers, third party contractors and work at 
home programs

• Easily managing turnover 

• Broader hiring footprint

• Better data and end user security

• On-demand expertise without added headcount

These benefits offer a chance for additional value that is often overlooked. Virtual 
desktops allow organizations to enable employees to work from anywhere, which can 
reduce the need for costly office space and increase access to experts (since offices 
aren’t bound to a geographic location). By detaching (at least partially) from a physical 
location, DaaS allows companies to expand to new geographic areas, hire lower costs 
employees, allow for more satisfied employees and eliminate the costs of providing end 
user devices by adopting a BYOD (bring your own device) policy.

If your company has already made the decision that virtual desktops are the right 
solution, you can reduce costs by outsourcing with a DaaS provider versus building and 
supporting in-house VDI, which is notoriously difficult and expensive.
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MYTH 4: IT teams give up control with 
outsourced DaaS.
NOT NECESSARILY

“VDI is hard. It is expensive. It is more difficult to manage than 
most expect, and must be cared for expertly to extract appropriate 
performance,” as noted by Gartner. Management of an environment 
also means responsibility for uptime, performance issues, scaling 
to meet unexpected demand, etc. That’s a lot for an IT team to take 
on in-house, especially without full-time VDI experts. 

If you choose the right DaaS provider, they become an extension of 
your company’s IT team. Internal IT teams aren’t giving up control, 
they’re getting access to a team of experts without having to 
add expensive headcount to their budget. With everyone working 
closely together to create a high-performing, secure and successful 
solution, you not only create an IT advantage, but a competitive 
business advantage. 

A word of caution: Not all service providers offer the same level of 
support. Be sure to ask your prospective DaaS vendor what level of 
support is included, or if support comes at an additional cost. To be 
successful, your service provider should offer quick access to their 
experts when your business needs them most. 

MYTH 5: Virtual desktops won’t meet my 
performance needs.
(MOSTLY) FALSE

VDI technology has seen drastic advancements. As service 
providers specialize in optimizing their architecture design for 
virtual desktops, the end user experience has greatly improved 
over the last several years. The first generation of VDI deployments 
were done on generalized hardware, with skilled IT people who had 
never built a virtual desktop environment before. Today, things 

CHOOSE THE RIGHT 
DAAS PROVIDER

Choosing the right DaaS provider 
is critical to a successful virtual 
desktop initiative. Be sure you 
understand what questions to 
ask and what areas need special 
evaluation when vetting potential 
DaaS vendors.

DaaS Provider  
Evaluation Checklist

DOWNLOAD

“VDI is hard. It is expensive. It is more difficult to manage than 
most expect, and must be cared for expertly to extract appropriate 
performance.”

— Gartner
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http://blogs.gartner.com/mark-lockwood/2015/01/22/can-daas-replace-vdi/
http://www.dizzion.com/resources/technical-papers/daas-provider-evaluation-checklist/
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like SSDs and virtual GPUs (for additional graphics performance) are more available 
and economical, which can result in a vast performance improvement over earlier 
generations of VDI deployments.

Some of today’s DaaS providers use specialized infrastructure designed and built from 
the ground up with the best end user experience as the key objective. This specialized 
infrastructure offers a massive performance gain over using typical cloud infrastructure. 
In addition, many advancements have been made to the compression algorithms that 
allow dynamic screen refreshes that contribute to providing a modern performance 
experience to end users utilizing much older end points. With these advancements, 
today’s virtual desktops are on par with traditional desktops.

The reason this myth isn’t 100% false is because there are always fringe use cases in 
which a particular technology is not the best solution. While modern virtual desktops 
offer great performance capabilities for most business needs, it’s not a silver bullet. Work 
with an experienced vendor that offers custom solutions to ensure virtual desktops are 
right for your needs and will meet your requirements once implemented.

MYTH 6: It’s difficult to get end users to adopt virtual 
desktops.
IT’S UP TO YOU

As with many technologies, how the DaaS solution is rolled out will impact end user 
adoption. Successful projects include, among other things, executive sponsorship, clear 
communication and, of course, a solution that performs well. To ease the transition, it’s 
important for the organization to understand the reason for the initiative, communicate 
that reasoning with end users and choose a robust solution that will meet end user 
performance expectations.

With most DaaS solutions, users can customize their desktops to look and feel exactly 
as they’d like. If BYOD is supported, users can use the laptop or other device they 
are already familiar with, which makes virtual desktops even more appealing. These 
opportunities for desktop customization and device preference are often considered 
a benefit, rather than the mandate to use a virtual desktop being seen as a restriction. 
As an added incentive, explain to end users that they’ll no longer have to worry about 
waiting an hour while their OS or applications update, this can be done overnight by your 
service provider!

When properly rolled out, end users often embrace virtual desktops more than a physical 
desktop or laptop. The ability to work from any device and from anywhere adds benefits 
to employees and provides better employee satisfaction. 
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MYTH 7: VDI won’t work with unified communications/
voice technology.
FALSE

With technology improvements over the last several years, softphone applications are 
able to seamlessly integrate with virtual desktops. Not only can this eliminate the need 
for companies to ship physical phones to work at home employees, today’s technology 
requires very little additional bandwidth. 

As a performance benchmark, DaaS solutions can now work on smartphones, and have 
enough compute and network access to support softphones. Make sure to confirm that 
the DaaS provider you’re evaluating has this capability.

Myths Busted
All technology changes, and despite what you may have heard or experienced with 
previous virtual desktop initiatives, today’s DaaS solutions address many of the old 
concerns about the technology, performance and security. DaaS gives organizations 
of all sizes the opportunity to take advantage of the benefits of virtual desktops, but it’s 
important to understand what they do and don’t do and to choose the best solution to 
fit your organization’s needs.

RELATED RESOURCES

Learn more about implementing a 
successful virtual desktop program:

Download the  
Virtual Desktop Playbook

http://www.dizzion.com/resources/technical-papers/virtual-desktop-playbook/
http://www.dizzion.com/resources/technical-papers/virtual-desktop-playbook/


ABOUT DIZZION

LEARN MORE

Established in 2011, Dizzion, Inc. is a global provider of end-user computing services, 
including cloud-delivered Desktops as a Service (DaaS), paired with complementary 
offerings like secure endpoints, application delivery and storage. The company is 
delivering the next generation of virtual desktop solutions to meet the demands of a 
remote global workforce in industries with stringent security and compliance needs, 
including business process outsourcing, financial services, healthcare and insurance. 
Dizzion’s mission is to enable users to securely access applications and data from any 
device, anywhere increasing mobility and productivity. To learn more about Dizzion, visit 
www.dizzion.com.

   

LEARN MORE ABOUT DIZZION’S DESKTOP AS A SERVICE SOLUTIONS.

http://www.dizzion.com/
http://www.dizzion.com
https://twitter.com/Dizzion
https://www.linkedin.com/company/dizzion-inc-

