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Sam and the  
Case of BYOD

Kate and the  
Lost Device

Jack and the  
Improperly Shared Data

Anne and the  
Unpatched OS

End users and endpoints present a major security risk. Whether it’s a lost or stolen device, 
someone incorrectly sharing or storing data, or an employee maliciously stealing information, 
the results are the same: compromised data. Without the proper endpoint controls and 
precautions, the simplest actions can lead to a devastating data breach. 
These stories share a few examples of how one misguided decision can land a company in hot 
water in the blink of an eye. We’ll learn about:
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Sam works at home full time. His company has adopted the popular 
bring your own device (BYOD) model, allowing them to minimize capital 
expense and stop the painful and costly process of provisioning hardware 
for remote employees like Sam. 

Sam uses his personal laptop for both work and non-work functions. One 
day while using his computer for personal use, Sam clicks on a phishing 
link and his computer gets a nasty virus. What’s this mean for Sam’s 
work files?

Sam and the Case of BYOD
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If ...
If Sam’s company lets remote employees use the native 
operating system on their personal computers, then Sam’s 
work data and files are compromised, just like the rest of his 
laptop. Files and information might have been stolen and Sam 
can’t work until his computer is fixed. If Sam or his company 
doesn’t regularly back up the computer, then all of Sam’s work 
might be gone for good.

SAM & THE CASE OF BYOD
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If ...
If Sam does his business work within a virtual desktop 
environment isolated from his personal hardware and native 
OS, then all of Sam’s work data is safe. The virtual desktop 
keeps sensitive company data off the device, meaning it isn’t 
vulnerable to or effected by anything that happens to Sam’s 
computer outside of the virtual desktop. Sam can use another 
computer to access all his work data, files and applications to 
remain productive.

SAM & THE CASE OF BYOD
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Kate is on a business trip. While away she uses both her laptop and iPad to 
access work information, including private information about employees 
and customers. 

After Kate flies home, she realizes her iPad is missing. She’s not sure if 
she left it in the seat back pocket or if someone took it out of her bag 
without her noticing.

Kate and the Lost Device
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If ...
The data on Kate’s iPad is unencrypted and stored on the 
device, it can be accessed by anyone who finds it. 

Because Kate’s company has no way of knowing who now has 
access to its data, it must report an official data breach.

KATE & THE LOST DEVICE
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If ...
Whether Kate is accessing business files from her laptop or iPad, 
she first logs into her secure virtual desktop environment. This 
keeps all the company’s data isolated and off the endpoint. 

Even if someone with Kate’s phone is trying to find sensitive 
data, they won’t be able to access anything because they can’t 
sign into Kate’s desktop. This stops the potential data breach 
and protects the company and its customers.

KATE & THE LOST DEVICE
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Jack is working on a big project and wants to get ahead by working at 
home over the weekend. He saves the files to his personal thumb drive 
and takes it home where he works on the project from his personal 
computer. Jack saves the files to the desktop of his personal computer 
while working and does not delete them when he’s finished.

The next day, Jack’s wife is using the computer. Not recognizing the new 
files saved on the desktop, she opens them and sees personal customer 
information.

Jack and the  
Improperly Shared Data
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If ...
Even if Jack’s wife doesn’t do anything with this information, 
private data has still been accessed by an unauthorized 
individual, which constitutes a data breach. 

If the company finds out, it may be required to disclose the 
data breach with the necessary sources and suffer potential 
fines, negative press and public backlash.

JACK & THE IMPROPERLY SHARED DATA



RIGHT
DIZZION.COM   |   SECURITY 11

If ...
Jacks’ company is concerned about data security and has decided to 
limit computing functions based on identified user groups. To keep 
data from being saved on external devices and “walking away,” the 
company has blocked USB access and external saving for employees 
in Jack’s user group. 

When Jack plugs his thumb drive into his work computer it was not 
recognized by the desktop. His attempts to save the file on alternative 
external sources (like files sharing sites) were also automatically 
blocked or redirected. Jack can only work with company data using 
his approved device, preventing accidental exposure.

JACK & THE IMPROPERLY SHARED DATA
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Anne is a remote employee. Anne’s company sent her a laptop with all the 
applications she needs to complete her work. 

One day, a notification pops up on Anne’s desktop telling her that a security 
patch is available for her operating system. When Anne tries to update 
the OS, she finds she does not have the required permissions. Anne files 
a help ticket with IT and continues working without updating. 

Anne and the 
Unpatched Operating System
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If ...
IT is busy and never gets back to Anne (since she’s not in the 
office); the OS remains outdated and creates a vulnerability. 
Eventually, the vulnerability is exposed and Anne’s computer 
is infected by a virus that uses it as a back door to access the 
company’s larger network. 

The company suffers a data breach and downtime, all because 
a security update for the operating system wasn’t implemented 
on Anne’s computer.

ANNE & THE UNPATCHED OPERATING SYSTEM



RIGHT
DIZZION.COM   |   SECURITY 14

If ...
Anne’s company relies on virtual desktops, even when sending remote 
employees company-issued desktops. This means the in-house IT 
department has easier and faster access to these remote devices.  
The company provisions virtual desktops based on Golden Images 
and can easily push necessary updates from the corporate office 
to workers and desktops everywhere. 

Because Anne’s company uses this centralized approach, the 
operating system was updated by corporate IT as soon as the 
security patch became available and the update was pushed to 
Anne’s virtual desktop the next time she logged in – patching the 
vulnerability.

ANNE & THE UNPATCHED OPERATING SYSTEM
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Learn more about Dizzion’s  
Multi-Layered Security

Download the  
Virtual Desktop Playbook
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http://www.dizzion.com/wp-content/uploads/2017/01/Dizzion-Securities-and-Controls-Datasheet.pdf
http://www.dizzion.com/resources/technical-papers/virtual-desktop-playbook/
http://www.dizzion.com/wp-content/uploads/2017/01/Dizzion-Securities-and-Controls-Datasheet.pdf
http://www.dizzion.com/resources/technical-papers/virtual-desktop-playbook/
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Established in 2011, Dizzion, Inc. is a global provider of end-user computing services, 
including cloud-delivered Desktops as a Service (DaaS), paired with complementary 
offerings like secure endpoints, application delivery and storage. The company is 
delivering the next generation of virtual desktop solutions to meet the demands of a 
remote global workforce in industries with stringent security and compliance needs, 
including business process outsourcing, financial services, healthcare and insurance. 
Dizzion’s mission is to enable users to securely access applications and data from any 
device, anywhere increasing mobility and productivity. To learn more about Dizzion, visit 
www.dizzion.com.

   

Learn how Dizzion’s cloud delivered desktops can help increase security 
and control.

http://www.dizzion.com/services/security-controls/
http://www.dizzion.com

