
DAAS OPTIONS
FOR DIGITAL WORKSPACES



TOP ISSUES WITH VPN SOLUTIONS 

With the increase of Covid…..I bet you thought this was another “how to deal with 
Covid” whitepaper?  Lucky for you we’re moving past that and assuming you have 
some significant level of remote or hybrid workers that will always remain that way.  
As we approach 2023, a lot of the solutions put in place for the pandemic are being 
reviewed for cost and performance optimization. 

Traditional remote solutions involve the use of corporate assets that communicate back 
to corporate using VPN technologies.  While these were often the quickest and easiest 
solution at the time, they are a nightmare for several reasons and should be retired as part 
of your organization’s ongoing, dare I say, digital transformation efforts. 

 VPN Performance – Users complaints about performance top the list.  Most organizations felt mild 
performance challenges when employees were concentrated near office locations.  However, HR and 
recruiting departments have taken advantage of the “work anywhere” movement to increase their 
talent pool which has had tremendous benefits to the organization but has increased those VPN 
performance complaints as users are located further from the orgs data hubs. 

 VPN Security Risk – Almost every data breach involves lateral movement.  Hackers gaining access to 
something within your environment and then moving within your organization undetected until they 
reach something of value.  The easiest, and most often compromised target, your VPN solution.  And 
while reputational damage is one dynamic keeping board members up at night, the cost associated 
with a data breach is no laughing matter with IBM estimating the average cost of a data breach at 
roughly $4.35M. 

 Management – There are clearly human resources required to manage VPN infrastructure, but the 
true management costs come with what is connecting to these VPNs.  Organizations must deploy 
corporate assets, specifically designed to connect to the corporate network.  Those assets must be 
ordered, shipped to corporate, imaged, and then finally shipped to the end user.  And only those 
specific devices can access the network from a security perspective.  But those devices break, get lost, 
etc and when they do, that user is unable to work losing valuable productivity, often for days at a time. 
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VDI VS DAAS WHITE PAPER
Many organizations adopted virtual 
desktop and application delivery 
solutions to fend off these challenges 
above.  Spiceworks estimates that 32% 
of organizations have already adopted 
VDI.  Gartner is saying that 80% of these 
will move from VDI to DaaS or cloud 
delivered virtual desktops.  Dizzion 
recently published a comparison of VDI 
and DaaS which will likely explain why 
so many on-premises deployments will 
be sunset for easier, more cost effective 
and better performing alternatives. 

Learn More

https://www.dizzion.com/dizzion-pros-and-cons-of-vdi-daas-cloud-desktops/


DESKTOP ARCHITECTURE 
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HYPER OR CLOUD 
SERVICE PROVIDER 

So you’ve come to the realization that cloud 
desktops are the way to go.  In this paper we’ll 
discuss some of the dynamics you should 
be thinking about when deploying cloud-
based desktops.  This can be with either a 
hyperscaler platform like AWS, Azure and 
GCP or a cloud services provider such as 
Dizzion and many others that provide more 
handholding than the DIY public cloud 
options. 

One major difference between these two 
options is the amount of assistance you 
should expect from the provider.  The public 
cloud hyperscalers are effectively like the old 
days of buying hardware.  Once you swipe 
that credit card, it’s yours to figure out how 
to make it work, integrate it, tune it and 
support it.  So if you don’t have an army of 
folks that have deployed desktops, not just 
infrastructure, on one of these platforms you 
should plan on, and budget for, the cost of 
working with a partner or hiring the staff that 
has experience in this space. 

 Concurrency vs Named 

While there are some use cases like Developers that will call for persistent desktops, one of 
the core features that made VDI so popular is the fact they “rebuild” themselves each time 
a user logs off.  This has many benefits from security and compliance to simply ensuring 
performance doesn’t degrade over time as it does with a persistent desktop. 

This concept of non-persistent desktops allows organizations to maximize their investment 
in DaaS for most of their user base while only reserving a Named or Persistent approach for a 
very small, if any, subset of users. 

 Multi v Single Session 

One of the concepts that often gets lumped into the above topic is multi-session vs single 
session.  Multi is multiple users utilizing the same VM while single session allows each user 
to have their own desktop.  Again, as you’ll hear a lot in this paper, use case matters.  It’s 
important to understand each bucket of users and how they will use the desktops.  For very 
low-end task workers that aren’t using voice or other demanding applications, perhaps the 
scale and lower costs will work. 

 Protocol 

The great debate will rage on as long as there are options.  Hopefully there isn’t anyone out 
there claiming RDP, a 30-year-old technology, will perform as well as PCoIP, Blast or even 
ICA.  More importantly, it’s key to match the use case with the tool.  So, if users don’t need 
voice, aren’t traversing personal home internet or are performing very low-end functions, then 
perhaps RDP will be acceptable and the enterprise can enjoy the associated cost savings.

 



SUPPORT
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LOCATION MATTERS

It’s important to remember the old adage, 
“the cloud is just your servers someplace 
else”.  Meaning all the same rules of 
tech apply even in the cloud.  Backups 
still matter, workloads aren’t redundant 
unless you design, and pay, for them to be 
redundant.  Similarly, latency can cause 
massive issues if not designed properly.  IT 
must choose between placing desktops 
close to users vs placing them closer to 
workloads.  So it’s important to work with 
someone that isn’t tied to 1 or 2 sites or isn’t 
able to deploy their solution globally. 

ABOUT VIVINT

 Deployment 

One might think “a desktop is a desktop” but in most deployments, a level of tuning must be 
done to optimize the way the desktop performs based on each specific users’ needs.  If your 
team hasn’t deployed cloud-based desktops before, you likely have months of trial-and-error 
tuning ahead of you.   

Since hyperscaler options like Azure, AWS and GCP are DIY deployments it’s best to find, and 
budget for, a deployment partner that has migrated many organizations like yours to these 
different platforms. 

If you’re thinking about a cloud service provider, it’s important to know what level of tuning 
assistance that provider will offer and at what cost.  Secondly, and more importantly, how 
many times have they offered that assistance.  An inexperienced deployment team won’t be 
much help when you’re struggling to get users through user acceptance testing (UAT). 

 Ongoing 

Once deployed, issues will arise from time to time.  That’s why IT people have jobs.  If it just 
worked, there’d be a lot less of us out there.  This is in addition to normal day to day user 
issues.  Something to ask your perspective partner is how they will handle platform issues.  Do 
they own the entire stack or are they building on top of someone else’s platform.  At some 
point, normally during a time of heightened blood pressure, you’re going to need the utmost 
accountability to get answers to what’s going on and how long until there is a fix for the 
problem.  If you’re forced to call an 800 number, or wait on a partner who is calling that same 
800 number, you’ll likely have a feeling of helplessness as you just have to wait until things 
start working again. 
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ABOUT DIZZION

Dizzion is the leading, global provider of 
digital workspaces, cloud desktops and 
virtual applications that enable team 
members to work from anywhere and keep 
things business as usual. Regulated and 
performance-sensitive organizations choose 
Dizzion to replace legacy virtual desktops 
(VDI) and commodity Desktop as a Service 
(DaaS) for a superior end-user experience, 
more service-level choices, multi-cloud 
integration, comprehensive compliance, 
security, and simplified management for 
the teams charged with optimizing work 
environments. With Dizzion, customers and 
partners establish a scalable, hybrid-work 
environment from 65 global locations. Visit 
dizzion.com for more information.

ABOUT VIVINT

 SLA 

A lot of providers try to give you a false sense of security by providing what is frankly an 
unattainable SLA.  This may seem great on the surface.  You may even say to yourself “hey 
if they’re going to put this out there and not deliver then we’ll receive financial incentives”.  
While that may be true, the tough conversations with your boss, regardless of your level 
in the organization, will still come.  And frankly no amount of credits will recover the lost 
productivity of your staff, not to mention the actual users, due to an outage.  

Anything that is non-redundant in the providers environment cannot possibly perform to 
anything higher than 99.9%.  So, you guessed it, while a platform may be 99.99% available, the 
individual desktops cannot and you need to ensure that A, you’re building this expectation 
with your management team and B, your provider isn’t setting you both up for failure by 
promising something they cannot deliver on no matter how well intentioned they appear to 
be. 

 Licensing 

A small but often overlooked detail is licensing requirements.  Our friends at Microsoft 
have made things difficult and costly for competing platforms like AWS, GCP and Alibaba.  
Yes, there are special licensing rules that apply to their competitors that don’t apply to 
Azure or even most cloud services providers.  While on one hand you can’t blame them for 
competing, you do need to be aware of these rules and plan accordingly as circumventing 
the requirements could prove very costly.  Most, if not all, 365 licensing programs cannot be 
used in these competing public cloud solutions so customers can end up essentially double 
purchasing these products if they aren’t careful. 



DIZZION RESOURCES 
Pros and Cons - Likely IT Staffing and Provider Matrix 

HYPERSCALERS CLOUD SERVICES PROVIDERS

Pros: 

 Able to swipe a credit card and begin deploying 
immediately 
 Able to deploy in multiple data centers globally 
 Able to combine spending requirements already in place 

Cons: 

 Outside of Azure, extremely expensive to deploy Microsoft 
Office Suite of products 
 Often hard to estimate true costs until already deployed 
in their environment 
 No assistance with deployment or ongoing support 
outside of platform up/down 
 Expensive to employ, and retain, talent that can operate 
desktop infrastructure

Pros: 

 Able to take advantage of 365 licensing model 
 Often an entire team that will assist with solution 
design and alternatives 
 Often an entire team of project managers and 
onboarding engineers able to handhold 
 Some providers, such as Dizzion, will provide 
management and compliance programs 
 Some providers, such as Dizzion, will offer tuning 
assistance for specific workloads 

Cons: 

 Most providers, outside of Dizzion, are tied to specific 
data center locations 
 Due to project management and configuration 
assistance, deployment can take several weeks 
 Expensive to employ, and retain, talent that can operate 
desktop infrastructure

S U P P O R T
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